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The City of Columbus, MN (“City”) has installed surveillance technology in the form of security cameras
at various public locations throughout its property. This policy covers all employees, including seasonal,
temporary, volunteers, and interns, and visitors/community members of City facilities. The system will
not be used where there is a reasonable expectation of privacy. The City of Columbus reserves the right
to install security cameras in work areas for specific business reasons, such as security, theft protection
or protection of proprietary information. The City of Columbus may find it necessary to monitor work

I. Purpose and Proposed Use

areas with security cameras when there is a specific job- or business-related reason to do so. The
existence of this policy does not imply or guarantee that cameras will be monitored in real time,
however, the City of Columbus reserves the right to do so. Only the City Administrator or designee will
have access to camera feeds and/or recordings. Only the City Administrator or designee will have
administrative access to system logs.

The intent of the cameras includes, but is not limited to, monitoring City property for one or more of the
following reasons: (i) for security purposes, and (ii) to protect the physical integrity of City infrastructure
and resources. The cameras have been installed in locations throughout City property, including but not
limited to, interior/exterior of the Public Works, exterior on all sides of City Hall, exterior on all sides of
the Fire Hall. The City intends to use this technology to assist in providing safe and secure experience for
public use while preserving City assets and infrastructure. If criminal activity does occur on camera, the
footage will be made available to law enforcement as authorized by law.

Il. Use and Data Management Guidelines and Protocols
A. Deployment of Cameras and Anticipated Duration of Surveillance Activity.

Surveillance technology has been deployed in a manner that will be easy to monitor by authorized staff,
and easy to preserve footage as needed. The technology will operate continuously 24 hours a day/7 days
a week and record over itself after a 1 month period. The technology will be installed permanently.

B. Rules of Operation

The surveillance technology will be operated by the following authorized City personnel: City
Administrator and/or designee assigned by the City Administrator. Camera adjustments, including but
not limited to angle, position, and zoom may be done by City Administrator and/or designee.

C. Data Retention and Deletion

Images obtained through video camera recording normally will be retained for a minimum period of
thirty (30) days. Recordings more than thirty days old may be overwritten unless required for criminal
and/or City investigation in accordance with this policy. Video recordings will be stored in a secure
location with access by the City Administrator or designee. Any system settings will be adjusted to
ensure compliance, and saved footage will be stored in the security camera electronic file. During the
retention period, surveillance data will be securely stored on the Network Video Recorder (NVR). Regular
deletion/destruction after the retention period elapses will occur by the NVR recording data over itself.
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D. Access to Data

The City Administrator shall authorize and document which personnel are authorized to access the data
for purposes of reviewing the data, either routinely or after notice of a potential incident. Safeguards will
be used to protect data from unauthorized access, including but not limited to password protected
access. Any incidents or potential incidents will be reviewed by the City Administrator or designee within
2 business days of the date of the report by authorized personnel. Incidents/potential incidents shall be
brought to the attention of the City Administrator or designee immediately. Data will be released under
the following circumstances: to law enforcement if requested by law enforcement as part of an official
police investigation; to the extent required by court order, subpoena, or as otherwise required by law.

All information and/or observations made during the use of security cameras are confidential and can
only be used or disseminated for official City use, law enforcement, and/or judicial purposes. All requests
from sources external to the City of Columbus for the release of information and results obtained
through surveillance monitoring or recording must be submitted to the City Administrator. All
dissemination must be authorized by the City Administrator

E. Maintenance of Technology

If the surveillance technology malfunctions, the issue shall be reported to the City Administrator (or
designee) and the situation documented, including any other action taken.
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